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[57] ABSTRACT 

An intelligent data service unit (DSU) which terminates , a 
dTgi al subscriber loop is provided and includes , . *g£ 
subscriber loop interface which receives incoming data from 
a Ss line of the service provider, a framing and signal 
converter for taking the incoming data and formatting the 
data for output, an output interface, a processor o»nejd£ 
the framing and signal converter and to each of the 
£erta L a data memory buffer coupled to the proces- 
Sto provided to the DSU from the digital subscriber 
topis reformatted by the framing and signal converter and 
nmpaaated to the output interface as it is received. At the 
S a copy of the data is buffered into the memory, 
anTthe processors the memory to find and synchronize 
Uh an networking protocol frame(e.g., »^e)0« 
synchronized, the processor compares Mhe Ration 
address in the IP frame to the network address of the DSU 
\fL addresses match, the IP frame is stored for processing 
e7 £e DSU may be directed to gather statistical infor- 
tuon and/or to configure the DSU accordmg U. protcco 
standards). If the addresses do not match the JrMne b 
darted by the processor. The DSU is preferab y SNMP 
compatible and is provided with a management information 
basewhfch allows the SNMP controller to configure, diag- 
nose and maintain circuit integrity. 

17 Claims, 5 Drawing Sheets 
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1 2 

hata SFRVICE UNIT HAVING IN BAND LAN 20, and to provide the DSU with a terminal server (i.e., 

SoSg ^ROTOCOL pS ^ * ^ * lerfa <* equipment-^ot shown) or a direct 

^?u^%r cl^t^S LAN interface port 32 so that it can receive the IP packet 

PROCESSING CAPABILITIES ^ ^ j^f^ aa 0 ut-of-band manner. While this 

BACKGROUND OF THE INVENTION 5 arrangement, if provided, can be used to effectively config- 

ure the DSU and can be used to obtain diagnostic 

1. Field of the Invention information, it suffers from various drawbacks. First, should 
The present invention relates broadly to telecommunica- ^ Qf LAN fea> there ^ m raanDe r of remotely 

lion network systems. More particularly, the present inven- managing me DSU, as management of the DSU is via the 

lion relates to an intelligent data service unit (DSU) located ^ ^ u ^ managemenl 0 f the DSU will be 

in a managed telecommunications network. interrupted precisely when it might be most needed. Second, 

2. State of the Art me hardware of the DSU must be changed for each type of 
Data service units (DSUs) are common elements in tele- laN utilized, as the DSU must be provided with its own 

communications networks today and basically serve as the SUP/PPP serial connection and port or MAC interface 

termination point of a digital subscriber loop (e.g., a termi- 15 hardware and MAC address as well as its own LAN IP and 

nation for a digital data service (DDS) line defined in ANSI gateway IP and MAC address. Third, it will be appreciated 

T1.410). As seen in a typical prior art configuration of FIG. ma t this extra hardware adds a significant cost to the DSU. 

1, the data service unit 12 sits between a service provider 14 np ^ intvpntiON 

and a router 16 and provides an interface (e.g., DDS or frame SUMMARY OF THE INVENTION 

relay interface) between a four-wire metallic subscriber loop 20 I( ^ therefore an object of the invention to provide a DSU 

17 of the service provider and the wide area network (WAN) whicfa acts as a replacement for a traditional DSU, but 

interface 18 of the router. In other words, in one direction, which ^ bc directly managed by a network management 

the DSU 12 receives bipolar-return-to-zero data on a DDS slat ion. j 

line and converts it into WAN-compatible data; and in the ^ ^ another ob ^ x 0 f $1 invention to provide an intel- 

other direction the DSU 12 receives WAN data and converts ^ m DSU which M t, e fianaged by an off-site network 

it for output onto the digital subscriber loop (i.e., the mana ge me nt station withoJconnecting the DSU to a LAN. 

subscriber/service provider "line") The router is often ^ fe & ^ of ^ t0 provide a net work 

coupled to one or more local area networks (LANs; zu, eacn ^ DSU which does !not require a terminal server or 

typically having multiple user terminals 24. The foncUon of & for n * twork managcm eQt purposes, 

the router is to take the data provided by the DSU (e.g. 30 addilional obje ct of the invention to provide a 

WAN formatted data) and convert it mto high speed local J^" m J™^?^ intemperate automati- 

area network (UN) traffic (often using Etbernd ; or token router equ £ enl ^ adapt 

a^ssrasarisasa — -3- — — — - 

tT618 and mJ-T Q922) or a proprietary protocol. In any utilizes existing network address assignments and/or circuit 
case, a data link connection (e.g., PPP, HDLC, or Frame address assignments in a network managed system^ 
Relay) is established between the two nodes, allowing for In accord with the objects of the invention which are 
network IP connections to occur between multiple LANs 40 discussed in more detail below, a DSU which terminates a 
sharine the same service provider, one of which is used by digital subscriber loop is provided and includes a digital 
the management station. subscriber loop interface which receives incoming data on a 

The customer equipment of FIG. 1 is managed by a DDS line from the service provider, a framing , jjnd I sgaal 
network management station 30 coupled to the service conversion means for taking the incoming data and formal- 
Set (7e Te^cloud") 14. The function of the network « ting the data for output, an output interface to a router, a 
Z^^JL. 30 is\o determine what equipment is processor coupled to frammg and signal covers™ 
counted to the network, to configure that equipment, to means and to each of the interfaces, and a data buffer 
obu n la m information and network statistical (memory) coupled to the processor. The processor includes 
informauon and to run diagnostic tests on the equipment in frame synchronization means for finding and *^**>g 
ne network In carrying out its functions, the network 50 with an IP frame, frame address comparison means for 
manaRement station topically runs programs according to a comparing the destination address in the IP frame to the 
„?o3^cb s SNMP (simple" network management destination address of the DSU itself, and network manage- 
pro S), or any other protocol such as TCP (transmission ment protocol contra! means t for obtaining statical info.- 
con^oTprotocol), 1CMP (internet control message protocol) mation and/or configuring the DSU according to protocol 
which runs atop the Internet Protocol (IP) packet environ- S S standards. ... ns .„ 

t With the provided hardware, all data provided to the DSU 

mC It is well accepted in the art that DSUs are "dumb from the digital subscriber loop is reformatted by the fram- 
termina J i e they simply reformat all incoming data to an ing and signal converse means and propagated ,0 the 
outeS frame and signal format, and take no action based output interface as ,t ^received. At the same tune .copy 
oX extents of the customer data; although some DSUs 60 of the data is buffered into the memory. When a complete 
can ™o to J^ P^cr lest commands such as packet of data is received, the frame synchronization means 
rau^J looo backs and V54/PN127 loop initiation scans the memory locations to determine if and where the IP 
Suedes Ss to ^rde ,c ^manage lh e DSU from a data is being held. Upon finding the IP header, the offse 
nt?rrkmanagemen.^ tion, for configuration or diagnostic location of the IP header (or the IP destination address 
Tu^sesT is nTcessary to send an IP packet from the 65 within the packet is stored for future reference and he 
S ; nagemeTs aTion 3*through the service provider destination address in the IP frame ,s compared by the 
Sr^rouS SsU 2 through therouter 16, and to the comparison means U, determrne whether the IP frame is 
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ihe specification be read likewise. Thus, while particular 
high level interface and microprocessor circuitry for the 
intelligent DSU was shown, it will be appreciated that other 
interface and microprocessor circuitry could be utilized. For 
example, rather than a single microprocessor, multiple 
microprocessors could be utilized. Likewise, while a par- 
ticular high level software flowchart was shown, it will be 
appreciated that other software could be utilized. For 
example, rather than storing an offset between the beginning 
of the HDLC frame and the IP frame (Le., the number of 
bytes between the HDLC start flag and the IP Vfersion bits), 
the offset between the HDLC start flag and the IP destination 
address may be stored. Further, while the invention was 
described with reference to the use of the Internet Protocol 
(IP) networking protocol, it will be appreciated that other 15 
networking protocols such as IPX, APPLETALK, DECNET 
could be utilized provided the DSU is programmed accord- 
ingly. Likewise, while the invention was described with 
reference to the use of the SNMP protocol for network 
management running on IP, it will be appreciated that other 20 
network management protocols could be utilized provided 
that the DSU is programmed accordingly. Similarly, while 
the invention was described with reference to a HDLC 
format, data can also be formatted for SMDS or Frame 
Relay as long as the network management protocol control 
means of the DSU is properly programmed. In addition, it 
should be appreciated that while the invention was described 
as accommodating only inband diagnostics, if desired, the 
DSU can be additionally provided with an appropriate port 
and terminal server for coupling to a LAN as shown in prior 30 
art FIG. 1. It will therefore be appreciated by those skilled 
in the art that yet other modifications could be made to the 
provided invention without deviating from its spirit and 
scope as so claimed. 
I claim: 

1. A data service unit which terminates a DDS line of a 
service provider which is carrying incoming data for a 
plurality of user terminals coupled to a router, comprising: 

a) a digital subscriber loop interface which receives 
incoming data from the DDS line of the service pro- 
vider said incoming data consisting essentially of data 
intended for the user terminals, 

b) a framing and signal conversion means coupled to said 
digital subscriber loop interface for taking the incoming 
data in bipolar-retum-to-zero format and for reformat- 
ting and retiming the incoming data in square wave 
signal format for direct output from said data service 
unit; 

c) a WAN output interface coupled to said framing and 
signal conversion means and coupled to the router, said 
WAN output interface receiving said reformatted and 
retimed data from said framing and signal conversion 
means and outputting WAN data to the router; 

d) memory means for storing a copy of the reformatted 
and retimed incoming data; 

e) processor means coupled to said framing and signal 
conversion means and to said memory means, said 
processor means for directing said copy of the refor- 
matted and retimed incoming data to said memory 
means, for finding a networking protocol address in 
said copy of reformatted and retimed incoming data 
stored in said memory means, for comparing said 
networking protocol address with a network address of 
said data service unit, and for processing said copy of 65 
said reformatted and retimed incoming data according 
to a network management protocol when said network 
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address corresponds to said networking protocol 
address of said data service unit. 

2. A data service unit according to claim 1, wherein: 
said networking protocol is the Internet Protocol (IP), and 

said network address is an IP address. 

3. A data service unit according to claim 1, further 
comprising: 

f) non-volatile memory means for storing said network 
address of said data service unit. 

4. A data service unit according to claim 1, wherein: 
said processor means includes means for generating a 

networking protocol packet according to said network 
management protocol, and for providing said network- 
ing protocol packet to said framing and signal conver- 
sion means for output to said service provider over said 
digital subscriber loop interface. 

5. A data service unit according to claim 4, wherein: 
said processor means for storing a header of an incoming 

frame when said networking protocol address corre- 
sponds to said network address of said data service unit. 

6. A data service unit according to claim 5, wherein: 
said processor means includes means for generating a 

networking protocol packet according to said network 
management protocol with said networking protocol 
packet including said header, and for providing said 
networking protocol packet to said framing and signal 
conversion means for output to said service provider 
over said digital subscriber loop interface. 

7. A data service unit according to claim 2, wherein: 
said incoming data is in an HDLC format, and said 

processor means finds said IP address in said incoming 
data by finding a start flag of an HDLC frame, and by 
finding a byte offset related to a location of said start 
flag in said HDLC frame and a location of said IP 
address in an information field of said HDLC frame. 

8. A data service unit according to claim 7, wherein: 
said byte offset is an offset between said location of said 

start flag in said HDLC frame, and a location of Version . 
bits in a header of an IP frame in said information field 
of said HDLC frame. 

9. A data service unit according to claim 1, wherein: 
said processor means for discarding said incoming data 

when said incoming networking protocol address does 
not correspond to said network address of said data 
service unit. 

10. A data service unit according to claim 2, wherein: 
said network management protocol is SNMR 

11. A data service unit according to claim 2, wherein: 
said processor means includes an SNMP management 

information base (MIB). 

12. A data service unit according to claim 1 which is 
coupled to a router having a WAN interface and a LAN 
interface to which a LAN is coupled, wherein: 

said WAN output interface of said data service unit is 

coupled to the WAN interface of the router, and 
said network address of said data service unit is a LAN 
terminal address of the LAN. 

13. A data service unit according to claim 1, wherein: 
said WAN output interface is one of an RS232, V.35 or 

E1A 530 output interface. 

14. A data service unit which terminates a DDS line of a 
service provider which is carrying incoming data for a 
plurality of user terminals coupled to a router, comprising: 

a) a digital subscriber loop interface which receives 
incoming data from the DDS line of the service pro- 
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vider said incoming data consisting essentially of data 
intended for the user terminals, 

b) a framing and signal conversion means coupled to said 
digital subscriber loop interface for taking the incoming 
data in bipolar-rcturn-to-zcro format and for reformat- 
ting and retiming the incoming data m square wave 
signal format for direct output from said data service 
unit; 

c) a WAN output interface coupled to said framing and 
signal conversion means and coupled to the router said 
WAN output interface receiving said reformatted and 
retimed data from said framing and signal conversion 
means and outputting WAN data to the router; 

d) memory means for storing a copy of the reformatted 
and retimed incoming data; 

c) non-volatile memory means for storing a network 
address of said digital service unit; and 

0 processor means coupled to said framing and signal 
conversion means and to said memory means, said 20 
processor means for directing said copy of the refor- 
matted and retimed incoming data to said memory 
means, for finding an Internet Protocol (IP) address in 
said copy of reformatted and retimed incoming data 
stored in said memory means, for comparing said IP 25 
address with said network address of said data service 
unit, for processing said copy of said reformatted and 
retimed incoming data according to a network man- 
agement protocol when said network address corre- 
spondstosaid networking protocol address of said data 30 
service unit, and for discarding said reformatted and 
retimed incoming data when said incoming IP address 



does not correspond to said network address of said 
data service unit. 
15. A data service unit according to claim 14, wherein: 
said network management protocol is SNMP, 
said processor means includes an SNMP management 

information base (MIB), and 
said processor means further includes means for gener- 
ating an SNMP IP packet, and for providing said SNMr 
IP packet to said framing and signal conversion means 
for output to said service provider over said digital 
subscriber loop interface. 
16. A data service unit according to claim 15, wnerein: 
said incoming data is in an HDLC format, 
said processor means includes means for storing a header 
of an HDLC frame when said IP address corresponds to 
said IP address of said data service unit, and 
said processor means further includes means for gener- 
ating an SNMP IP packet with said SNMP IP packet 
including said header, and for providing said IP packet 
to said framing and signal conversion means for output 
to said service provider over said digital subscriber 
loop interface. 
17 A data service unit according to claim 14, wherein: 
said incoming data is in an HDLC format and said 
processor means finds said IP address in said incoming 
data by finding a start flag of an HDLC frame, and by 
finding a byte onset related to a location of said start 
flag in said HDLC frame and a location of said IP 
address in an information field of said HDLC frame. 



03/06/2004, EAST Version: 



